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Using PGP encrypted email for
medical correspondence
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PGP 
= 

“Pretty Good Privacy”



  

PGP Email

Patient confidentiality. Why do we care?

• Obligation to protect confidential and sensitive patient 
information

• College requirements and legal exposure with confidentiality 
breaches

• “The relationship between doctor and patient is based on 
trust. Trust requires privacy.”

Concept of “circle of care”
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Yet we need to communicate within the circle of care to 
provide effective care



  

Fax Machines

Why do people still use paper faxes in the 21st century?

● Dead easy to use and easy basic setup
● Unilateral, simple setup (all you need is someone's fax 

number to send them a fax)
● Relatively cheap
● Toner on paper is an “open” format. Nobody owns it (no 

license fees to use it)
● Direct point-to-point communication
● Secure(ish)
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What's bad about paper fax machines?

● Machine, paper and toner cost (financial. environmental)
● Increase in office workload. Print-scan-shred on both sender 

and recipient side 
● Lost faxes, sent to wrong number, transmission errors, ran 

out of paper, machine malfunction, misfiled faxes
● Poor image resolution once scanned into EMR
● Scanned images don't contain electronic text (not 

electronically search-able or selectable)



  

Electronic Fax

PROs
● No printing and scanning (on 

sender's side)

● Fast and convenient to use 
right from the OSCAR user 
desktop once set up

● Can integrate into EMR

● Can communicate with paper 
fax machines (unilateral 
setup)

CONs
● Fiddly and technologically 

complicated

● Cost (if using third party 
provider)

● Confidentiality issues (if using 
third party provider)

● Fax is old analog tech from 
last century. Are its days 
numbered? 



  

Regular Open Email

Why do people use email?

● Dead easy and convenient
● Super fast
● Super quality – digital transmission
● Everybody has it and is already using it (these days 

arguably more people have access to email than to fax 
machines)

● Accessible from multiple locations and on mobile
● All electronic. No printing and scanning
● Free (or very low cost)
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But the security issues...
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Encrypting the Email



  

Encrypting the Email



  

Plain text

The quick brown fox jumps over the lazy dog



  

Cyphertext

-----BEGIN PGP MESSAGE-----
Charset: ISO-8859-1
Version: GnuPG v1
Comment: Using GnuPG with Thunderbird - http://www.enigmail.net/
=DBEO
-----END PGP MESSAGE-----



  

Conventional Cryptography



  

Public Key Cryptography



  

Public Key Cryptography
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Public Key Private Key

“Key Pair”
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& Colleagues

You

Your Public Key

Your Private Key

Your “Key Pair”
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& Colleagues

You
Distributed copies of 

your Public Key

Your Private Key

Your “Key Pair”

Your Public Key
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Recipient's 
Public key

Recipient's 
Private key
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& Colleagues

You

What about 
the other 

way around?
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You

Your Friend's Private Key

Your Friend's Public Key

PGP Email



  

PGP EmailYour Friends
& Colleagues

You

Your Friend's Private Key

Your Friend's Public Key

All your friends
give you copies

of their public keys

PGP Email
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Your Friend's
Private key

Your Friend's 
Public Key



  

PGP Public Key (Example)
-----BEGIN PGP PUBLIC KEY BLOCK-----
Version: SKS 1.1.4
Comment: Hostname: pgp.rediris.es
=EbZT
-----END PGP PUBLIC KEY BLOCK-----



  

-----BEGIN PGP PUBLIC KEY BLOCK-----
Version: SKS 1.1.4
Comment: Hostname: pgp.rediris.es
=EbZT
-----END PGP PUBLIC KEY BLOCK-----

PGP Public Key (Example)PGP Public Key (Example)

Send your public key to your friends
By email 
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Just post public keys in “the cloud” (a.k.a cyperspace)
Everyone's public keys can be uploaded to a selection 
of “Public Key Servers” on the Internet, e.g.

pool.sks-keyservers.net

http://pool.sks-keyservers.net/
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One practical PGP implementation: 

● GnuPG (Gpg4win)

+

● Mozilla Thunderbird Email

+

● Enigmail Add-on 
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Why this combination?

● Open source in all its components (open source 
encryption tools are generally considered more secure 
than proprietary/closed ones)

● Free – no cost
● Cross platform for Windows, Mac and Linux (consistent 

user interface makes support and troubleshooting much 
easier)

● Easy to set up. Very easy to use
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Early experience in a small community:

● Used by office MOAs, rather than the doctors themselves. Not that useful as a 
workstation desktop utility for doctors. 

● Does not replace fax machine, or snailmail, but supplements it and cuts down 
on fax and mail traffic, and substantially reduces scanning and faxing workload 
in some offices

● Doctors like the prefect text resolution. MOAs like the instant speed and 
convenience of use and transmission.

● Things occasionally do go wrong, usually key mixup issues, so it is a good 
idea to ask for email return receipts to confirm delivery of the document 

● PGP email is a good fit for small general practice groups or for solo specialist 
offices where MOAs tend to multitask (the same MOA doing front desk as well 
as back office tasks, e.g. scanning, dealing with incoming and outgoing 
correspondence)

● Most MOAs seem to be able to use it, but some find the initial setup daunting 
and are scared off when things go wrong (learning curve).



  

PGP Email
Troubleshooting:

● PGP configuration issues
● Email configuration issues
● Complicated “message rules”
● Incorrect key selection
● Defunct / obsolete keys - “revoking” keys
● Hard drive crashes, new computers, reformatted OS, lost 

keys

● It helps to have a “PGP champion” MOA in each office, who 
knows how to tweak the setup and configuration. 
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Demonstration and walk-through
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Useful Online Resources:

● How-to on the Mozilla Thunderbird site: 
https://support.mozilla.org/en-US/kb/digitally-signing-and-encryp
ting-messages

● How PGP works:
http://www.pgpi.org/doc/pgpintro/

● To add a Gmail IMAP account to Mozilla Thunderbird: 
http://email.about.com/od/mozillathunderbirdtips/qt/et_get_gmail.
htm

https://support.mozilla.org/en-US/kb/digitally-signing-and-encrypting-messages
https://support.mozilla.org/en-US/kb/digitally-signing-and-encrypting-messages
http://www.pgpi.org/doc/pgpintro/
http://email.about.com/od/mozillathunderbirdtips/qt/et_get_gmail.htm
http://email.about.com/od/mozillathunderbirdtips/qt/et_get_gmail.htm
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Need for dedicated email address?

Concomitant use of other email clients?

Office policy decision 



  

PGP Email

Questions?
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